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While the Internet offers amazing opportunities for entertainment, education, connectivity and 
more, it is important that anyone who goes online understand the basic tenets of Online Safety. To 
promote the positive use of technologies and online safety amongst youth, Disney Star, in 
collaboration with Wranga, has initiated a project on Responsible Digital Citizenship. The project 
aims to contribute meaningfully by encouraging students to participate, learn, and express creatively 
while also safeguarding their digital well-being and educating them to be responsible digital 
citizens.

For this project, we collaborated with various stakeholders such as teachers, parents, institutions, the 
Government and its agencies, NGOs/CSOs, online platforms and legal and cyber security experts for a 
comprehensive consultation.

The project, in its first phase, has done extensive research and completed four main tasks:
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A survey was conducted among students from 
Grade IX-XII to identify teaching gaps in the Indian 
School education system concerning digital 
citizenship. The students were assessed on their 
proficiency in the usage of digital safety tools, their 
online behaviour and preferred modes of learning. 
Between January – April 2022, a total of 842 valid 
responses were recorded, analyzed and presented 
in detail.

Following are the highlights of the survey:

1. Students’ preferred topics to be taught in 
school - Legal Protection, Internet Privacy, 
Cyber-Wellness.

2. Plagiarism and Piracy – 60 - 70% admitted that 
they or someone they know have copied 
without credit and downloaded/ streamed 
content for free without remuneration 

3. 70% of students are worried about their online 
privacy and safety.

4. Major online threats perceived include - 
inappropriate use of photos, fake profiles, online 
misrepresentation, capturing and circulation of 
screenshots, unwelcomed inappropriate 
images or content, unwanted approaches in 
chat rooms, social networking sites or emails.

5. Fake News and misinformation are another 
concern. 84% said they or someone they know 
have come across fake news online.

6. Positively, 80-90% of students think the 
internet has helped them broaden their 
horizons and they prefer to use it as a tool to 
learn new things and express their creativity.

With a growing online user base and a shift 
towards the internet for community 
building, we recognise the need to make 
young users aware about digital safety. With 
this initiative, we aim to address the need to 
build capacities of school students on the 
tools required to remain safe on the internet 
and be aware of best data privacy practices. 
Additionally, it is imperative to promote 
appropriate internet behaviours on various 
social media platforms.

The expert panel discussion suggests to 
bridge the current gaps in Indian school 
education on digital citizenship and provide 
insights on how young adults can become 
responsible digital citizens. This report 
discusses our approach, methodology, 
findings, curriculum, module and 
recommendations for a robust digital 
citizenship program in Indian schools. 

The recommendations based on the 
research are;

1. Digital Awareness Sessions in Schools
2. Mandatory Digital Citizenship 

Curriculum
3. Courses on Online Safety and Digital 

Citizenship
4. Encourage Open Communication 

Amongst Stakeholders
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The Responsible Digital Citizenship and 
Online Safety project in India seeks to 
bridge a key pedagogical gap in Indian 
education that stems from an absence 
of interactive and useful course material 
to guide students (and their parents) on 
the meaning, importance and 
implications of responsible digital 
citizenship. 

For this, the project strives to create a 
demand-based curriculum to educate 
both parents and schoolchildren on 
how to navigate the internet effectively 
and responsibly. The project seeks to 
achieve this through a comprehensive 
study of students across the country 
over the next three years, guided by a 
panel of lawyers, teachers, psychologists 
and cyber security experts, among 
others.
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The project carried both primary and 
secondary research using mixed methods. 
An extensive review of the literature and 
existing curriculum on digital education 
across the globe was done for VI-XII Grades. 
We conducted an online survey of IX-XII 
Grades students through a structured 
questionnaire. 

The survey was designed on internet 
usage, online behaviour, safety, privacy, 
plagiarism, piracy, learning, creativity and 
civic engagement. It comprised questions 
with multiple choice and checkboxes to 
select from a list of choices including 
dichotomous, three-point and five-point 
scale. Questions were formulated to gauge 
their attitude, behaviour, knowledge and 
perception on the subject and its issues. 

The questionnaire was prepared keeping in 
mind the age-appropriate factor for 
students. Purposive sampling of students 
was done following the COPPA regulation 
for 13+ age groups. We have also used the 
purposive sampling to identify schools in 
the National Capital Region (NCR) of which 
some were also part of the CBSE 
accreditation pilot study.
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The survey along with its questionnaire was further approved by the 
concerned school authority after due consultation with teachers and parents 
to conduct the same. The data collected was also fully anonymised by the 
school authority itself and after that only their responses were analysed for 
the purpose of research. 

Out of 842 respondents, 175 (20.8%) students of class IX, 120 (14.3%) of class X, 
231 (27.4%) students of class XI and 316 (37.5%) students of class XII 
participated in the survey during January - April, 2022. It was followed by 
three Workshops conducted in three different schools in the NCR with 
students. 

Three Focus Group Discussions (FGDs) were also conducted with online 
safety experts, teachers and parents. Based on the findings of the study 
conducted, we have developed the curriculum and training of teachers 
workshop module.
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To find out the key pedagogical 
gaps in Indian school education 
on digital citizenship

To assess the proficiency of students 
with digital safety tools, their online 
behaviour, and preferred modes of learning

Digital citizenship is about the responsible 
digital conversations and positive use of 
technology. Schools today are using 
computers, mobile phones, and the Internet 
to enable students to facilitate learning using 
Ed-Tech. But the current pedagogical gaps 
make it difficult to train pupils on digital 
citizenship, despite the best efforts of 
teachers. A study was conducted to identify 
gaps in the current school curriculum that 
can help in sharpening the idea of 
responsible digital citizenship. This report has 
a thorough analysis of the current initiatives 
on digital citizenship and the pedagogical 
gaps in the school education curriculum.

We looked at the level of understanding 
amongst students about digital safety and 
then assessed the impact of the suggested 
curriculum on their online behaviour via 
workshops. The report also summarises views 
of the respondents on about their preferred 
modes of learning about online safety.

13



To understand the concern of parents 
about internet usage of their Children 
and the importance of digital citizenship

To know the teacher's perspectives
on the meaning and implications of 
responsible digital citizenship
 

Due to the rapid proliferation of digital 
media, parents remain anxious as their 
children use the digital spaces. Concerns 
have been raised regarding the probable 
threats associated with its incorrect 
usage. Parents desire more involvement 
in the development of their children's 
attitudes, abilities, and skills in order to 
assist them in becoming responsible 
online citizens.

As an increasing number of children gain 
access to the internet, the term "digital 
citizenship" is gaining new prominence 
among teachers. Learning how to use the 
internet successfully has become an 
integral aspect of school education. 
Teachers are expected to help students to 
develop good digital citizenship practices. 
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To understand the digital experience of youth along with their rights, responsibilities and law

Young adults are frequently lauded for being tech-savvy, yet their actions and behaviour in 
cyberspace is indicative of  lack of knowledge about ethical conduct on the internet. Young people's 
rights are not limited to 'privacy' in the context of creating content; rather their digital rights can be 
considered along with their responsibilities as new media citizens. We endeavoured to comprehend 
these challenges to promote a more enlightened discussion about the digital world among 
policymakers, educators, parents, caregivers and children.
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Children are using the internet productively 

Type of the Internet Usage

100 200 300 4000 500

Instant 
Messenger

Blogs

Music

News

Gaming

Social Networking

Web Browsing

Shopping

OTT Video

Educational purpose 
other than school

Other

653

497

449

498

274

229

656

373

157

688

600 700

12
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Internet helped to broaden horizons  Use of Internet to express Creativity

Not at All

somewhat

very much

Not at All

326 
(38.7%)

496 
(58.9%)

20 
(2.4%)

Searching the Internet is the first 
thing to learn something new

No
YES

131 
(15.6%)

711 
(84.4%)

454
(53.9%)

156
(18.5%) 232 

(27.6%)

positive learning and creativity
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children face several challenges 
as they engage online 

Online vulnerabilities of young people

100

200

300

400

0

500

600

12

14

240

281

401
409

503
519

Inappropriate sharing of 
non-consensual intimate 

images is one of the 
frequent threats faced 
by young people online.

Bullying or Harassment by 
friends or acquaintances

Unwanted approaches in chat room, 
social networking site or on email

Inappropriate images or content

Inappropriate use of photos

Others taking photos/screenshots 
without permission and circulating them

Threats in places where 
children access the internet

Other

None
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Children are concerned 
about their privacy online

Online Identity with Strangers

200 400 6000 800

158 684

316 526

311 531

280 562

228 614

74795

Yes no

Shared Address, Phone, 
Photo Online

Added Strangers to Instant 
Messenger/ Social Media

Spoken on phone with 
someone met online

Met in person someone 
met online

Felt uneasy/uncomfortable 
meeting someone in person 

met online

Felt forced/pushed meeting 
the person met online
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TOPICS CURRENTLY Taught in Schools

100 200 6000 500

Online Bullying

Online Harassment

Online Trolling

Social Media

Malware

Plagiarism

300 400

59

407

312

457

335

477

582

None
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100 200 300 4000 50050 150 250 350 450

Cyber Wellness

Digital Etiquette

Smartphone Safety

Legal Protection

Digital Friendships

Internet Privacy / Private 
and Public Information

Big Data

Screen Time and 
Young People

Social Media Checklists

Password Management 
and Security Guide

Remote Learning

Online Extremism

Online Abuse

Other

5

360

333

385
267

269

356
445

241
407

492

358

398

415

topics children would like to 
know more about

Students are keen to 
know more about the 
legal framework that 
exists for their online 

protection
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Familiarity with Laws/Guidelines

There is familiarity with 
laws & guidelines, but 
children want to learn 

more about them

100

200

300

400

0

500

Updated 
IT Law, 2008

Intellectual 
Property Rights (IPR)

Plagiarism, Licensing 
and Copyrights

All of the 
above

Social Media 
Guidelines/Rules

461

190

295

431

184
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encounter with plagiarism and piracy are common 

58.6%
Submitted school work which

was copied without credit 

61.3%
References for any information 

when using/copying online 

42%
Downloaded and Streamed 
content online for free  

67.6%
Cite sources when rewording 

the phrase/ information 
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Expert Panel 
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Kavita Singh
CEO, FutureWorks Consulting

The team was guided by a 
curated group of subject 
area experts who used a 
systematic approach to 
curriculum building. At each 
stage of developing and 
implementing the 
curriculum, the specialists 
offered their advice and 
expertise to the team 
members. We have 
developed a curriculum 
that's simple to follow and 
straightforward to 
implement with their help.
 
Education, Online Safety, 
Fact-Finding, and Cyber 
Laws are subjects that the 
team of experts is well-
versed with. 

Tarun Vig
Co-Founder, Innefu

Mahima Kaul
Bumble - Head of Public Policy for APAC 
& Ex Twitter Public Policy

Bharat Nayak
Founding Editor, The Logical Indian
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The module on Responsible Digital Citizenship and Online Safety was tested and 
implemented in three separate workshops that were held in public schools in the city of Delhi. 
They were held to understand students' perspectives about cyber safety, digital wellbeing, 
cyber etiquette, social media, and the abuse of one's privileges online.

The duration of each workshop was 120 minutes and included interactive sessions in which 
information about various online safety resources was discussed. Concepts such as digital 
citizenship, positive speech, grooming and trolling were also spoken about during the session.

Workshops in Schools:

DPS, RK Puram, New Delhi 
Vasant Valley, New Delhi
DAV, New Delhi
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The curriculum for grade VI - XII students 
has been built using the existing 
curriculum followed by education boards 
in India. The following topics have been 
covered in the Responsible Digital 
Citizenship and Online Safety 
curriculum:

1. Online Communication
2. Online Ethics: identity and 

Behaviour
3. Digital Citizenship/Internet 

Leadership and Power of Social 
Media

4. Digital Identity
5. Digital Data
6. Digital Activism
7. Social Media Guidelines, Safety 

and Privacy Policy
8. Online Gaming 
9. Cyber Crime and Cyber Security
10. Digital Rights and 

Responsibilities
11. Online Grooming 
12. E-Commerce and E-

Governance
13. Artificial Intelligence
14. Cyber Laws, IT Act and Rules

These topics have been extensively 
researched and structured in order to 
understand their relevance. 
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Instilling the concept of responsible and 
secure digital citizenship in students will 
enable them to use the Internet with 
greater responsibility. By doing so, they 
can benefit from the vast pool of 
knowledge that is available on the 
internet.
 
Citizenship education is essential for 
preparing our students for the future. 
We believe that digital citizenship is 
crucial for equipping students with the 
necessary 21st-century skills for online 
navigation, participation, and good 
contribution.

To know more about the curriculum, 
please contact ami@wranga.in
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We have developed a 
draft module for a 
workshop based on global 
best practices in the 
Indian context and after 
consulting subject matter 
experts.

Each workshop employs a variety of participatory methods and instruments. This 
will aid in scaling up the module with participants’ feedback and 
recommendations.

The workshop module is a 
component of our 
endeavour to transform 
the understanding of 
digital education. We will 
implement it with the 
assistance of our 
specialists who assisted us 
in developing this 
curriculum.

The module consists of 
workshops that examine 
internet system 
comprehension, 
individualised learning 
methodology, and 
instructional approaches 
through interactive, 
immersive activities. 
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This will enable students to achieve a 
particular level of understanding of the tools 
they are employing. It is equally crucial to 
educate teachers, and parents about these 
as they are regarded as critical stakeholders 
in fostering cyber safety awareness and 
education. The trained teachers will 
subsequently be able to provide their 
students with input and practical ideas. In 
this technological era, teachers play a crucial 
role in the intellectual development of their 
students, and it is crucial that they grasp 
how digital technologies can facilitate their 
instruction.

Digital Awareness 
Sessions in Schools 
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⮷⮴

⮹⮴⮵⮴⮴

Mandatory Digital 
Citizenship Curriculum

Learning becomes more formalised and has 
a bigger influence as a result of the 
curriculum's position of authority within the 
educational system. At a young age, 
students will learn about digital rights, 
appropriate online behaviour, and online 
security. The objective should be to train and 
educate young children so that they can 
become responsible digital citizens as soon 
as they are able, even before they have 
access to the internet.
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Courses on Online Safety 
and Digital Citizenship

The present generation is experiencing 
childhood in a completely different 
environment than their parents did. They 
constantly interact with cutting-edge 
technology that was unthinkable a few years 
ago. As a result, the current generation will 
inherit the ability to design and explore their 
virtual environment directly. Ongoing efforts 
must be made to evaluate the effect of this 
change on younger children. This includes 
cultivating communication channels for 
students and supplying them with materials 
to prevent them from indulging in risky 
behaviour online.
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It is crucial to create constructive feedback 
mechanisms for students, parents and 
teachers to express their opinions about 
Digital Citizenship and Online Safety. Once 
these mechanisms are set, ensure they 
function properly to maintain trust and 
engagement. 

School authorities should be made aware of 
any untoward cyber incident taking place 
with their pupils and that they should make 
childrens’ safety top priority; emphasize that 
schools will provide adequate support to the 
student by communicating with all 
stakeholders involved. 

Utilize parent-teacher (online) committees 
and other mechanisms to promote sharing 
of best cyber hygiene practices. Encourage 
parents to communicate often and openly 
with the school. Reiterate that schools would 
like to hear from parents.

Encourage Open 
Communication 

Amongst Stakeholders
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In the digital age, there is a need for an equitable grasp of technology, according to 
the survey. It also adds that access to the internet has become easier, but protection 
and safety precautions should be taken against potential online threats. The data 
suggests that children should be educated on how to protect their online identity, as 
61.6% respondents perceive that inappropriate use of their photographs online as a 
potential threat, which indicates a high prevalence of online dangers.

Every child has the right to digital literacy because it provides them with an 
understanding of how to use technology. Students must be taught how to recognise 
cyber bullying, cyber stalking, and other forms of online abuse so that they can avoid 
them or report them as necessary. Schools can adopt digital literacy programmes to 
offer information about internet safety. The concept of establishing dialogue with 
parents stems from the fact that they may assist their children in maintaining a 
healthy relationship with the internet. Educational institutions might embrace 
programmes like Responsible Digital Citizenship and Online Safety since it is essential 
for students to understand how to use technology without getting dependent on it. 
Through our research, we discovered that students have access to the technology and 
proposed that legal protection, internet privacy and cyber wellness be incorporated 
into the school curriculum. 
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way 
forward

Moving forward from year one, we would like to scale up the project in India to 
make it more inclusive and diverse in terms of the types of schools and regions 
covered. This will allow us to make a meaningful contribution towards the 
development of a comprehensive curriculum for schools to adopt. As we 
embark on this journey, we look forward to collaborating with more 
stakeholders (including schools, curriculum development professionals and 
subject matter experts), and enhancing and improving the modules based on 
their feedback.
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